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HNudopManuoHHasi IaMATKA /151 HECOBEPILICHHOJIETHUX 110 BONPOCaM

kubepoOe3onacHocTu B ceT « HTEpHED)

KoMnbLioTepHbLle BUPYCEI

KoMmbploTepHbIli BUpPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTJIMYUTEIbHOMN
OCOOCHHOCTBIO KOTOPOM SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO (KOMUPOBAaHMIO). B 1omonHeHue K
3TOMY, BUPYChI MOTYT HOBPEAUTH WM MOJHOCTHIO YHUUTOXHUTH Bce (DalliIbl U JaHHbIE, TOJKOHTPOJIbHBIE
M0JIb30BATENI0, OT UMEHU KOTOPOTO Oblia 3amylieHa 3apak€HHas MporpaMMa, a TakyKe MOBPEIUTh WIH
Jake YHUUYTOXHTH OIEPAIMOHHYIO CHCTEMY CcO BceMu (aiimamu B 1esioM. B GONBIIMHCTBE cllydaeB
pacrpoCTpaHsSIOTCsl BUPYCHI YEPE3 UHTEPHET.

MeTo0/Abl 3aIIIMThI OT BPEIOHOCHBIX MPOIrPAMM:

1. Hcnonb3yil COBpeMEHHBIE ONEPAIMOHHBIE CUCTEMbI, MUMEIONIUE CEPbE3HBIN YPOBEHD
3alIUTHl OT BPEIOHOCHBIX IIPOrPAMM;

2. [MoctosiHHO ycTaHaBnuBaii mnatyw (MUGPOBBIE 3aIUIATKH, KOTOPHIE ABTOMATHUYECKU
YCTaHABIMBAIOTCA C LEIbI0 JOpabOTKM HporpaMMbl) W Apyrue OOHOBJIEHMSI CBOEH OIepalmoHHOMN
cucteMbl. CkaunBail MX TOJIBKO ¢ odummanbHOro caita pazpadorunka OC. Eciu cymecTByeTr pexum
ABTOMATUYECKOTO OOHOBIICHUS, BKIIOUH €T0;

3. PaGoraii Ha cBoeM KOMITBIOTEpE IMOJ] MpaBaMU MOJIb30BATEINS, a HE aAMUHUCTpATOpa. DTO
HE TMO3BOJIUT OOJBIIMHCTBY BPEJAOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCSI HAa TBOEM IE€PCOHAIBLHOM
KOMIIBIOTEPE;

4. Ucnonp3yit aHTUBHUpPYCHBIE MPOTrpaMMHBIE MPOAYKTHl U3BECTHBIX MPOU3BOAUTENIECH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannydb PU3NYECKHUI TOCTYI K KOMIBIOTEPY IS IOCTOPOHHUX JIHII,

6. Hcrnonb3yil BHEIIHWE HOCUTENH WH(OpMaIu, Takue Kak (iernika, TUcK uiu ¢ain u3
HurtepHera, TONBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He otkpeiBaii koMIbloTEpHBIE (Paiiiibl, MOTYyYSHHbIE U3 HEHAA&KHBIX HCTOYHUKOB. Jlaxke

Te (hailJIbl, KOTOPBIC MPUCIIAT TBOM 3HAKOMBIN. JIydIiie yTo4Hu y Hero, OTIPABIISUT JIU OH TeOe nX.

Cetru WI-FI

C nomompro WI-Fi MOXHO mONydnTh OECIUIaTHBIN MHTEPHET-AOCTYN B OOIIECTBEHHBIX MECTaX:
Kage, OTensX, TOPrOBBIX IIEHTPaX M a’ponoprax. Tak ke SBISETCS OTINYHOW BO3ZMOKHOCTBIO BBIXO/A B
WuTepuer. Ho MHOTHE SKCHIEPTHI CUMTAIOT, 4TO oOmienoctynubie WiFi ceTu He SBISIOTCS Oe30MacHbIMHU.

CoBeThbl 10 0€30IMACHOCTH PA0OTHI B 00IIETOCTYNHLIX ceTax Wi-fi

1. He nepenasaii cBoro nuunyro nHpopmanuio yepes oomenocrynasie Wi-Fi cetn. Paboras B
HUX, eJIaTeJIbHO He BBOJUTH MapOJIU JOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;

2. Hcnonp3yit 1 OOHOBISI aHTUBUPYCHBIE HpOrpaMMbl M OpaHamaysp. Tem cambIM T
o0e3omacuib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOUCTBO;

3. [Ipu wucnone3oBanuu Wi-Fi otkmoun ¢yaknmio «OOmmii mgoctyn K daiinam wu
npuHtepamy». JlanHast GyHKIUS 3aKpbITa 0 YMOJYaHHIO, OJJHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT

eé U1 yno0CcTBa UCIIONB30BaHM B paboTe uiu yueoe;
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4. He ucnons3yit myonuunsiii WI-FI 171 mepenaun TUUHBIX JaHHBIX, HAIIPUMED, AJIs1 BBIXOA
B COLIMAJIbHBIE CETH WJIU B 3JIEKTPOHHYIO TIOUTY;

5. Hcnonb3yit Tosbko 3amuiiennoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-aapeca BBOIU UMEHHO «https://»;

6. B mo6unsHOM Tenedone otkmoun GyHkuuio «llogkmouenune k Wi-Fi aBromaruyecku».

He nomyckait aBToMaTn4eckoro MmoAKII0YeHHs yeTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

ConmnajnHble CeTH

ConnanbHasg ceTb - 3TO CaT, KOTOPBI NPENOCTaBISET BO3MOYKHOCTH JIOJSM OCYLIECTBIATH
o0mieHne Mexnay coboil B mHTepHeTe. Yamie Bcero B HHMX JUIS KaKJOTO YEIOBEKA BBIIEISETCS CBOS
JUYHAasg CTpaHWYKa, HA KOTOPOM OH yKa3blBaeT O ceOe pa3nyHylo HH(OpMalHio, HaYMHAsT OT WMEHH,
dbamunuu u 3aKkaHuyMBas JUYHBIME (QororpadusMu. MHoOrue mOJB30BaTENd HE IMOHUMAIOT, 4YTO
uH(pOpMaIKs, pa3MelIeHHas UMU B COIIMAIBHBIX CETSX, MOXET ObITh HalJieHa W WCIOJIh30BaHA KEM

YrOJIHO, B TOM YHCJIE HE 00s3aTENIbHO C OJIaruMU HAaMEpPEHUSIMHU.

OcHOBHbIE COBETHI IO 0€30MACHOCTH B COIMAJIbHbBIX CETSX:

1. Orpanudb CIUCOK Apy3ei. Y TeOst B IpY3bsX HE OJDKHO OBITh CITYYalHBIX M HE3HAKOMBIX
JIIOIEH;

2. 3amuiai cBOIO YacTHYIO ku3Hb. He ykaspiBail maponu, TenedoHbl, aapeca, 1aTy TBOETO
POXIEHUS U JAPYryl0 JWYHYI0 UHGOpManuio. 3JO0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaXKe
UH(OPMAIIHIO O TOM, KaK ThI U TBOH POJIUTENN TUTAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3amuinaii CBO0 pemyTaIuio - ACpKH €€ B YICTOTE U 3a7aBail cebe BOmpocC: XoTem OBl THI,
4yTOOBl JApYyrue TMOJNb30BATEIM BHJEIH, 4YTO Thl 3arpyxaems? Ilogymail, mnpexiae YeM 4YTO-TO
OITyOJIMKOBATh, HAMKCATh U 3arPY3UTh;

4. Ecnu Tl TOBOpUIIIB C JIFOJIEMU, KOTOPBIX HE 3HACIIh, HE UCIONB3YH CBOE pealbHOE MM U
JIPYTYIO THYHYIO HHPOPMAITUH: UM, MECTO JKUTEIIbCTBA, MECTO yueObl U IpoUee;

5. N36eraii pazmemenus gororpaduit B UHTEpHETE, T/I€ THI M300pakeH HA MECTHOCTH, IO
KOTOPOM MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpanuu B COIHMAIBLHON CETH HEOOXOIWMO WCIIOIB30BaTh CIIOKHBIE TApOJIH,
cocrodmIre u3 OyKB U IUQP U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. Jnst conuanbHOM CeTH, MOYTHI M JIPYrHX CAaWTOB HEOOXOIMMO HCIIOJIh30BAaTh pa3HbIE
naponu. Toraa ecnu Te0s B3IOMAIOT, TO 37I0YMBIIUICHHUKH MOJIy4aT JOCTYI TOJIBKO K OAHOMY MECTY, a

HE BO BCE Cpazy.

JJIEeKTPOHHbIE JeHLI'H

DNEeKTPOHHBIE JI€HbIM — O3TO OYEHb YIOOHBIA CIOCOO TIIATEXKEH, OJHAKO CYIIECTBYIOT
MOIIICHHHUKU, KOTOpBIe XOTAT HOJIy‘II/ITB 9THU NCHBI'U.
3JI€KTpOHHBIe JCHBI'M TIIOABHUIINCH COBCEM HCIABHO MW HWMCHHO H3-3a 3TOI'O BO MHOI'UX

rocy/apcTBax 0 CUX IMOpP HE MPOMUCAHO PO HUX B 3aKOHAX.



¢$) POCKOMHA130P

B Poccun xe oHM (YHKIMOHUPYIOT U O HHUX YK€ MPONHCAHO B 3aKOHE, IJIe MX pa3feisaioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspelaercss NPOBOAMTH ONepauuu 0e3 HACHTU(DUKAMM MOJb30BaTENs, a B HE aHOHUMHBIX
UAECHTU(PHUKALIMY 0JIb30BATENS ABISETCA 00513aTENbHOM.

Taxoke crnemyer pa3nuyarh IEKTPOHHBIC (PMATHBIE JEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM) U

DIIEKTPOHHBIC HEPHUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BATIOTaM).

OcCHOBHBIE COBETEI 110 0€3011ACHOI pPadoTe C YJIEKTPOHHLIMH TeHbIAMMU:

1. [IpuBsoku K cueTy MOOWIBHBIA TenedoH. DTO camblil ynoOHBIH M OBICTPBIA CIIOCOO
BOCCTaHOBUTH JIOCTYN K cdery. [IpuBsizaHHBIN TenedoH MOMOXKET, ecinu 3a0y[elib CBOHM IIaTEeKHBIH
MapoJib WM 3aiIelIb HA CAT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnonp3yit ogHOpaszoBele maposu. Ilocime mepexona Ha yCHIGHHYIO aBTOpH3aInio TeOe
y’Ke He OyZIeT yrpoXkaTh OMACHOCTh KpakH WM NepexBara IJIaTeKHOTO apoJis;

3. Bribepu cnoxusbiit maposs. [IpectynmHukam OyAeT He MPOCTO Yraaarh CIOXKHBIH Mapolb.
HanexxHblie mapoiu — 3T0 mapoJid, KOTOPBIE COIepKaT HEe MEHee 8 3HaKOB U BKIIIOYAIOT B ¢€0s1 CTPOUHBIE
U TpomucHble OYKBBI, LHU(PHI ¥ HECKOJBKO CHMBOJIOB, TakuMe Kak 3HaK Joiuiapa, (QyHTa,
BOCKJIMLIATENbHBIN 3HaK U T.1. Hampumep, StROng!;;

4. He BBOIM cBOM JIMYHBIE JaHHBIE HA CAWTAX, KOTOPHIM HE JI0BEPSIECIIb.

JIEeKTPOHHASA IOYTA

ONEeKTpOHHAs IOYTa — 3TO TEXHOJOTHS M MPEAOCTaBISIEMBIE €10 YCIYyTd IO IEPECBUIKE U
MOJYYEHUIO 3JIEKTPOHHBIX COOOIICHUH, KOTOpPBIE pACIpeNeNsioTcs B KOMIBIOTEpHOU ceTH. OOBIYHO
9JIEKTPOHHBIA TOYTOBBIN SIIHUK BBITIIUT CICAYIONIMM 00pa3oM: MM IOJb30BaTENsA(@WUMS_JOMEHa.
Taxxke kpoMme nepegaun IPOCTOro TeKCTa, UMEETCS BOZMOKHOCTh iepeiaBaTh (ailiibl.

OCHOBHbBIE COBETHI 10 0€30MACHON PAadoTe C IJCKTPOHHON MOYTOM:

1. Hano BbIOpaTh mpaBUIBHBIN MOYTOBBIN cepBuc. B MHTepHETe eCTh OrpOMHBINA BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIYUIIE JOBEPSTh TEM, KOTO 3HAEIIb U KTO MEPBbIil B pEHTHHTE;

2. He yka3piBaii B nu4HOW mouTe JuuHylo uHpopManmio. Hampumep, mydiie BbIOpaTh
«My3BIKaNbHBINA _(panaTt@» unu «pok2013» Bmecto «remal3;

3. Hcnonp3yii [ByX3TanHy0 aBTOPU3aLMI0. DTO KOI'/la IOMUMO MapoJis HY>KHO BBOJUTH KOJ,
npuchUIaeMbIi 10 SMS;

4. Bri6epu cnoxHbId mapodb. J[Is KaXkaoro IMOYTOBOTO SITUKA JOJDKEH OBITh CBOM

HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

S. Ecnu ecTb BO3MOXKHOCTb HAamucaTb CAMOMY CBOM JIMYHBIM BOIIPOC, HUCIOJB3YH JTY
BO3MOKHOCTb;
6. Hcnonb3yil HECKOJIBKO TMMOYTOBBIX SIIUKOB. IlepBblid IS YACTHOM TEPENHUCKU C

aZpecaTaMmu, KOTOPBIM ThI JIOBEPSCIb. DTO IEKTPOHHBIN aJpec HE HAJ0 UCIIOIb30BaTh MPU PETUCTPALIUU
Ha opymax u cailTax;
7. He oTkpeiBaii (aityibl U agpyrue BIOKEHHS B MUChMaX Ja)Ke €CIM OHHU MPHIILIA OT TBOUX

npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIA JTU OHH TeOe ATH (aiibl;
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8. [Tocne okoH4anust pabOTHI HA TOYTOBOM CEPBUCE MEpel 3aKPHITHEM BKIIAJKU C CAHTOM HE

3a0y/1b HaxaTh Ha «BBIATIY.

KnoepOoyJJuHr Uiy BUPTYAJLHOE H31EBATEILCTBO

KubepOymnuHr — mpeciaeoBaHue COOOIICHUSMH, COJAEPKAIIMMHU OCKOPOJICHUS, arpecculo,
3alyruBaHue; XyJIMraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TIOMOIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHbBIE COBETHI 10 00pLOe ¢ KHOEPOVIJIMHIOM:

1. He Gpocaiics B 60ii. JIydmmii crioco0: mOCOBETOBATHCS KaK ce0s1 BECTH M, €CJIA HET TOTO, K
KOMY MO>XHO OOpaTHUTBhCS, TO BHadaje yCIOKOUTHCS. ECu Thl HayHEIIb OTBEYAaTh OCKOPOJICHUSMH Ha
OCKOPOJICHUS, TO TOJIBKO €1lle OOJIbINEe Pa30XkKeIlb KOH(IIUKT;

2. VYrpasnsii cBoel KHOeppenyTalmei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIIeCTBYIOT CIMOCOOBI BBISICHUTH, KTO CTOHMT 3a
QHOHUMHBIM aKKayHTOM;

4. He crout Bectu Xynuranckuii o0pa3 BUpTyaabHOH ku3HU. IHTepHET puKcHupyeT Bce TBOU
JIEHCTBUSI I COXPAHSIET UX. Y JAINTh UX OYyJEeT KpaiHe 3aTPyIHHUTEIBHO;

5. Benu ce0st BEXKIUBO;

6. Urnopupyit eaunnusbiii HeraTuB. OIHOpa30BbIE OCKOPOUTENBHBIE COOOIEHHS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJlbHOM CTa/lny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B COIMAIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIIEHUH C ONPEIETICHHBIX aIPECOB;

8. Ecnmu T1b1  cBugerens kubOepOymimHra. TBoum — AEHCTBHS:  BBICTYNHMTH  IPOTHB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro JACUCTBHs OLICHMBAIOTCS HETaTMBHO, MOJAEpXkaTb >KEPTBY,
KOTOpPOM HyXHa TMCHXOJIOTUYECKasi MOMOIIb, COOOIINUTh B3pPOCIBbIM O (haKTe arpecCUBHOTO MOBEICHUS B

CCTH.

MoOuabHbIi Tesie)oH

CoBpeMeHHbIe cMapT(OHBI M TUIAHIIETHl COAEpP)KAaT B ceOe BIOJIHE B3POCHBbIA (YHKIMOHAT, U
TENeph OHW MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU KOMITbloTepaMu. OTHAKO, CPEICTB 3alIUTHI IS
NOJOOHBIX YCTPOUCTB MOKA OYE€Hb Masio. TeCTUpOBaHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOAMUT HE TaK
WHTEHCHUBHO, Kak 11 [1K, To ke camoe kacaercss 1 MOOMIIBHBIX MPUIIOKCHHM.

CoBpeMeHHBIE MOOHIIBHBIE Opay3ephl y)Ke MPaKTHYECKH JOTHAIHM HACTOJBHBIC aHAJOTH, OJHAKO
pacmuperue GyHKIIMOHaIa BICUET 32 COO0M OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlameko He BCE TMPOU3ZBOJIUTENM BBIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTUYECKUE
YSA3BUMOCTH JJIsI CBOUX YCTPOUCTB.

OcCHOBHbBIE COBETHI JJI51 0€301ACHOCTH MOOMJILHOI0 TeJiedoHna:

1. Bynbe ocTopoxeH, Bep Korja tede npeanararT OecIIaTHbIM KOHTEHT, B HEM MOT'YT ObITh
CKpPBITBI KaKHe-TO IJIaTHBIE YCIIYTH;

2. Hymaii, npexzae yem oTnpaBuTb SMS, ¢hoTo uiu Buaeo. Thl TOUHO 3HACIIb, TJI€ OHU OyAyT
B KOHEYHOM HUTOre?

3. HeobxoamumMo 0OHOBIATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTdOHa;
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4, Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI ISl MOOMIIBHBIX TENe(OHOB;

5. He 3arpyxail npunoXeHuss OT HEM3BECTHOI'O MCTOYHHMKA, BEAb OHU MOTYT COJEPKATh
BPEJOHOCHOE TIPOrPAaMMHOE 00ECIICUCHHE;

6. [Tocne Toro kak Thl BBIMJCHIH C CaiiTa, TJ¢ BBOJAWJ JIMYHYIO HH(POPMAIHMIO, 3aid B

HacTpolku Opaysepa u ynanu cookies;

7. [Iepnoanuecku npoBepsAl KakKUe IUIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JaBaii cBOil HOMEp MOOUIBLHOTO TeledOoHA TOJBKO JIOJAM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEPSICILIb;

9. Bluetooth nomkeH ObITH BBIKIIOUEH, KOTJAa Thl UM HE MOJb3yembes. He 3a0biBail mHOT 1A

IIPOBEPSTH 3TO.

OUIIMHT WM KPaXKa JUYHBIX JAHHBIX

I'maBHast uenb ¢UIIUHT - BUAa VHTepHET-MOUIEHHUYECTBA, COCTOMT B  TOJIYYEHUHU
KOH(HICHIIMATIBHBIX JaHHBIX IOJb30BaTeNel — JIOTMHOB M maposieil. Ha anrnumiickom sizpike phishing
yuTaeTcs Kak ¢pumuHr (0T fishing — priOHas m0Bs, password — mapoJib).

OcCHOBHBIE COBETHI 10 00pLOe ¢ hUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI mo03peBaeiib, 4To TBOsI aHKeTa ObUTa B3JIOMaHa, TO
HE00X0UMO 3a0JI0KHPOBATH €€ U COOOIIUTE aJIMUHUCTPATOPaM pecypca 00 3TOM KaKk MOKHO CKOpEE;

2. Hcnons3yit 6e3omacHbie BeO-CalThl, B TOM YHCJIC, WHTEPHET-Mara3uHoB W TOMCKOBBIX
CHUCTEM;

3. Hcnonp3yit cnoxHble W pa3Hble mapoiu. Takum oOpazom, eciu TeOs B3JIOMAaIOT, TO
3II0YMBIIIJICHHUKHY TIOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecnu 1ebs B3nmomanu, T0 HEOOXOAUMO MPEAYNpPEeIuTh BCEX CBOMX 3HAKOMbBIX, KOTOpHIE
no0aBiIeHBl y TeOS B APY3bSX, O TOM, YTO TeOS B3JIOMaad M, BO3MOXHO, OT TBOEro MMEHH OyaeT

PacCbUIATHCA CI1aM U CCBLJIKU Ha (bI/IH_II/IHFOBBIG CaﬁTBI;

5. YcranoBu HagexHbii apois (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKIIIOYH COXpaHEHHE Maposisi B Opaysepe;
7. He oTkpeiBaii (aitsibl U gpyrue BIOKEHHS B MUChMaX Ja)Ke €CIU OHHU MPHIILIA OT TBOUX

npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIN JTU OHU TeOe 3T (aiiiibl.



